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Before Installing

What do I need to install to have a fully
functional STDM?

In the provided installation package, there are core components of software packages that are
mandatory for an installation of STDM to work properly.

The following need to be installed:

QGIS (current version 2.18)

PostgreSQL (current version 9.5)

PostGIS (current version 2.2)

Sample data - this is optional if you want to have a sample data to manipulate and test features
of STDM.

Do I need to uninstall previous installation of
the above software?

This is not necessary if you are working with QGIS 2.14 or higher and PostgreSQL 9.5 or higher. If
you have lower versions, we cannot guarantee the full functionality of STDM. However, in such a
case, you need to do the following:

1. Start QGIS normally and wait for it to load
2. Download the latest version of STDM plugin from GitHub: https://github.com/gltn/stdm by

adding STDM download repository in the QGIS Plugin manager. See instructions here (Download
From repository)

U
4. Using PostgreSQL database Administrator i.e pgAdmin ["1 ), create a new database called stdm.

5. Install PostGIS extension created for the PostgreSQL version you are using. You can download it
from http://postgis.net/install/.

6. On the QGIS window, check if STDM is enabled on the menu and toolbar m @

Using Bundled STDM Installer

The bundled installer is the custom installer that is built to help you easily install STDM and
dependent software packages.
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https://github.com/gltn/stdm
http://postgis.net/install/

Note: For 32bit machine please select and run STDM-1.7-Final-x32.exe setup file. For 64bit
machines run STDM-1.7-Final-x64.exe setup file.

Installation steps
1. Start the installer by double clicking on the setup file.

2. Alanguage selection window similar to the one shown below will appear.

" =
Installer Language ﬁ

@ Flease select a language.

[ =1 A Language Selection |
= 1,
| ok | | cancel | '
= - |

3. Click the dropdown to select a language of your choice then click OK button to proceed.
STDM currently supports four languages these are: English, French, Portuguese, and Arabic.

4. A Welcome page (shown below) of the installer will appear, read the instructions and click Next
button to proceed.

-

| € Social Tenure Domain Model Version 1.7 Setup = = )

Welcome to the Social Tenure
Domain Model Version 1.7 Setup

Social Tenure Setup will guide you through the installation of Sodal Tenure
. Domain Model Version 1.7,

Domain Model

A Pluain for 1S It is recommended that you dose all other applications

. before starting Setup. This will make it possible to update

relevant system files without having to reboot your

| ' ‘ computer,
; 3& Click Mext to continue.
[ g |

S&CLN

FACILITATED BY

UN&HABITAT

POl A B TTUR URBAN FUTORE

[ Next>_] [ Cancel
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5. License Agreement page will appear. Carefully read the license. If you accept the terms and
conditions, select 'l accept the terms..." option (highlighted below) then click Next to proceed.

‘-.‘ Social Tenure Domain Model Version 1.7 Setup E'@-ﬁﬂ
License Agreement
Please review the license terms before instaling Sodial Tenure Domain Model Version &
17,

Press Page Down to see the rest of the agreement.

Social Tenure Domain Model is Copyright (C) UN-Habitat >

and its implementing partners, 2017. |
This program is free goftware; you can redistribute it and/for
modify it under the terms of the GNU General Public License
a3 published by the Free Software Foundation; either weraion
2 of the License, or({at your option) anvy later wersion.

—

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install Social Tenure Domain Model Version 1.7, Click Next to continue.

(@ I accept the terms of the License Agreement
(11 do not accept the terms of the License Agreement

I < Back “ Mext = J[ Cancel ]

6. Choose Components page will appear. This page allows you to select the products (software)
that you wish to install.
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& Social Tenure Domain Model Version 1.7 Setup —m|| "E“:
Choose Components
Choose which features of Sodal Tenure Domain Model Version 1.7 yvou want to install, 6-

Chedk the components you want to install and unchecdk the components you don't want to
install. Click Mext to continue.

Select companents to install: [ [w|[MlEEIEE =R FIR L Desr:riptic:n
PostgresqL 2.6
PostGIS 2.4.1
sample Data
Space required: 2.0GE
Fl Iy 3
| < Back ” Mext = ] I Cancel

Currently the installer allows you to install four products, these are:
A QGIS 2.18 for STDM - This will install QGIS software with STDM plugin embedded
B PostgreSQL 9.6 - This will install PostgreSQL database server software. All the data in STDM
will be stored here. If you do not have PostgreSQL already installed in your machine make sure

you select this option, STDM will not work without this software.

C PostGIS - This installs the GIS plugin for PostgreSQL. Make sure you select this option, STDM
will NOT work without this package.

D Sample data - This will install sample files for STDM plugin. This is not a mandatory package,
but if you are a new STDM user, it is recommended you install so as to have some practice data.

Note: If you already have PostgreSQL or PostGIS installed, the installer will skip installation of those
components even if you had selected them on the component selection list.

After you make your selection, click Next to proceed.

7. Database Connection Properties page. This page will only show if you selected to install
PostgreSQL database in the previous step.
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& Social Tenure Domain Model Version 1.7 Setup E =
Database Connection Properties.
Please specdify the database connection properties for installing PostgresQL and &
PostGIS,

Database Connection Properties.

User Mame: postares
Password: T
Re-enter Password: ssnens
Port: 5433
Database Name: stdm

Please take note of these values as they will be required for configuring STDM
on using it for the first time,

[ < Back ][ Install ]l Cancel |

The database connection property page allows you to setup the necessary user credentials that
allows you access PostgreSQL database and STDM.

Enter a unique password, but remember it is absolutely important NOT to forget this password,
you will not be able to access STDM without it. We recommend you leave the rest of the fields with
the defaults provided. For more details on PostgreSQL connections setup please see documentation
in https://www.postgresqgl.org/docs/9.6/static/runtime-config-connection.html.

8. Installing page. This page initiates the installation process, installation progress will be indicated
by the green progress bar, while the installation progress log will be shown as text on the progress
window. Depending on the speed of your machine, this process might take at most 15 minutes.
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https://www.postgresql.org/docs/9.6/static/runtime-config-connection.html

Installing &
Pleaze wait while Social Tenure Domain Model Version 1.7 is being installed. e

QGIS installation. ..

Qutput folder: C:\Users\ADMINI~1\AppData'LocalTempinsnFECC. tmp'stdm_installer
QGIS installation. ..

Progress Log Window

alobal Land Tool Metwork

| < Back H Mext = || Cancel |

9. Installation Complete page. This will appear once the installation completes successfully, click
Next to proceed.

Installation Complete .
Setup was completed successfully. @

QGIS installation. .. -
Pre-Installation ...DONE

QIS VErsion ... QGIS Las Palmas (2. 18, 14) for STDM

Created uninstaller: C:\Program Files\QGIS Las Palmas (2. 18, 14) for STDMUninstall-. ..
Create shortcut: C:\ProgramData\MicrosoftiWindows\Start Menu'Programs\QGIS La...
Post Installation. ... DOME.

Postares installation. ..

PostGIS installation. ..

amnle data installation

Global Land Tool Metwork:

m

L]

I < Back || Mext = || Cancel ]

10. Finish page. Click Finish button as shown in the image below to close the installer application
window.
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|

‘r Social Tenure Domain Model Version 1.7 Setup E\I =5 £

Completing the Social Tenure
Domain Model Version 1.7 Setup

Social Tenure Domain Model Version 1.7 has been installed
on your computer,

Social Tenure
Domain Model Click Finish to close Setup.,

ECLIN

UNPHABITAL

To run QGIS for STDM, double click on the icon created on your computer desktop.

Installing from GLTN Plugin Repository

For users with an already existing installation of QGIS version 2.14 or higher and who do not want to
uninstall the current version, we recommend that you download STDM plugin from the repository
using the following steps.

e Start QGIS normally and wait for it to load
¢ (o to menu Plugins -> Manage and Install Plugins ...

.“ E'L.Igl:

. Python Console

DigitizingTools
FigldPyculator

GRASS (3

e Wait for the plugin to fetch available plugins from the web repository (only if online)
e On the Plugins dialog select Settings tab

Copyright © 2018 by UN-Habitat. All Rights Reserved



r
F : Installed

-

Mot installed

:'ﬂ' Upgradeable
i Mew
Es(:)% Settings V/

Available repositories will be shown under "Plugin repositories”

Plugin repositories

|Status [ Name [urL |
[0] connected QGIS Offidal Plugin Repository http: /fplugins. qagis. ora/plugins fplugins. xml?qgis =2.8

e Click on the Add button ( add... ) to open repository details dialog. The dialog allows you to
enter additional repository properties,

To add STDM plugin repository, please enter the details as follows;

1. In the Name field enter: GLTN Plugin Repository
2. In the URL field enter: http://stdm.gltn.net/plugin/plugins.xml

3. Ensure the Enabled option is checked then select OK to close.

Marme GLTM Plugin Repository

URL |http:,prtdrn.glm.netfpluginfplugins.ml

e Click on the OK button to dismiss the dialog.
e The dialog will try accessing the added repository (if online), and pull the linked plugins. If
successful, the repository will be added to the list.

Plugin repositories

|Status [ Name [urL
[1] connected GLTM Plugin Repository http: ffstdm.altn.net/plugin/plugins. xml?qgis=2.8
[0] connected QGIS Offidal Plugin Repository http: /fplugins. qagis. ora/plugins fplugins. xml?qgis =2.8

e While still on the Plugins window select the Not installed tab, look for STDM plugin on the list of
"Not installed” plugins. Select it and click Install plugin.
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¢ QGIS will download and install STDM plugin. The plugin should now be available on the
Installed tab and also on the QGIS main panel.

Search

x ‘ OpenlLayers Plugin
a3y x ._; Cradle Spatial GeoRaster
% Mot installed x @ Processing
@ Raster Terrain Analysis ph
s Road graph plugin

x

x

% € soo v/
ﬁ. Settings ! Sodial Tenure Domir ﬁ

x

x

74 Upgradeable

\/¥' spatial Query Plugin

P:_j SPIT
e Click close to dismiss the dialog.

You are now ready to start using STDM. On the QGIS Toolbar, you will see the image below.

1 G
Uninstalling QGIS for STDM

Note: It is strongly recommended to backup your .stdm folder and the database before uninstalling
STDM and used packages.

To uninstall QGIS for STDM follow the steps below.

1. On your windows machine, click on Start button to access the All Programs menu option.
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‘l:ii Getting Started
e Windows Media Center

Administrator
Calculatar

H
Documents

Sticky Notes

% Snipping Tool
ﬁ Paint

Pictures

Music

Games

% Remote Desktop Connection
‘ Computer

ij Magnifier
3 Control Panel

.'l Solitaire : :
.-aﬂ Devices and Printers

& QG5 Desktop 21814 for STOM Default Programs

P AllPrograms Help and Support

| Search programs and files L @m
I

Start Button

2. Click on All Programs menu option to access the folder with QGIS for STDM installation.
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,—t" Getting Started
@ Windows Media Center

Administrator
Cal Calculator

Documents
Sticky Motes

% Snipping Tool
,g:-’:._{ﬁ‘ Paint
’ Games
% Remote Desktop Connection

Computer

Qﬂl Magnifier Z
Control Panel

.ﬂ Solitaire

Pictures

Music

Devices and Printers

e QGIS Desktop 2.18.14 for STDM

Default Programs

»  AllPrograms Help and Support

2] MD

‘ Search programs and files

12

3. Click once on the QGIS Las Palmas (2.18.14) for STDM menu option to access the uninstaller

application.

4. Click the Uninstall QGIS icon to open the uninstallation program
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| @ Default Programs
[ Desktop Gadget Gallery
fé Internet Explorer (64-bit)
{& Internet Explorer
€1 Windows DVD Maker
2 Windows Fax and 5can
€ Windows Media Center
@ Windows Media Player
& Windows Update

4 KPS Viewer

J Accessories

1 Games

1. Maintenance

| Postgre5QL96

| PostGIS Bundle 2.4 for PostgreS0L «64 9.6

Administrator
Documents
Pictures
Music

Games
Computer
Control Panel

Devices and Printers

i tartup
L Vim T4

1 Back

| | Search programs and files

Default Pragrams

Help and Support

5. On the Welcome page click Next button to proceed.
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(. Social Tenure Domain Model Version 1.7 Uninstall = =

Welcome to the Social Tenure
Domain Model Version 1.7 Uninstall

Setup will guide you through the uninstallation of Sodal
Tenure Domain Model Version 1.7

Social Tenure Before starting the uninstallation, make sure Sodal Tenure

. Domain Madel Version 1.7 is not running.
Domain Model -
A Plugin for QGIS Click Next to continue.

LGN

T ]
FACILITATED BY

UN@&HABITAT

TR A B TTR wimaN iy Ty

E_ Mext > J [ Cancel ]

6. Uninstall Folder page, this shows you where files will be deleted will happen, click Next to
proceed.

6 Social Tenure Domain Model Version 1.7 Uninstall (=] _E!__'@'
Uninstall Social Tenure Domain Model Version 1.7 ;
Remove Sodal Tenure Domain Model Version 1.7 from your computer, &

Sodial Tenure Domain Model Version 1.7 will be uninstalled from the following folder, Click Mext
to continue.

Uninstalling from:  C:'\Program Files\QGIS Las Palmas (2. 18, 14) for STOMY

Global Land Toaol Wetwaork:

[ < Back ][ Next:b_]l Cancel ]

7. Choose Components page, this allows you to select which products you need to uninstall.
Currently, the uninstaller program allows you to remove four products, these are: QGIS, PostgreSQL,
PostGIS and Sampler data package.
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@ Social Tenure Domain Model Version 1.7 Uninstall & |3
Choose Components
Choose which features of Sodal Tenure Domain Model Version 1.7 you want to &
uninstall.

Check the components you want to uninstall and uncheck the components you don't want to
uninstall, Click Uninstall to start the uninstallation.

Select components to QGIS Las Palmas (2.18.1] IEJJEjE'iDﬁon
Fosik; If;

uninstall: PostGIS 2.4.1
PostgresglL 9.6
Sample Data

Space required: 0.0KB
] I b

Global Land Tool Metwark

[ < Back [_ Uninstall ][ Cancel

Click Uninstall button to start the uninstallation process.

8. Uninstallation Complete page, this page will appear after successful uninstallation of all the
products you selected. Click Next to proceed.

. Social Tenure Domain Model Version 1.7 Uninstall =] @ | 2= |

Uninstallation Complete

Uninstall was completed successfully.

Completed
|

Completed

Elobal Land Tool Mebwark:

< Back Cancel

9. Finish page, click Finish button to close the uninstallation application window.

Copyright © 2018 by UN-Habitat. All Rights Reserved



— |

Completing the Social Tenure
Domain Model Version 1.7 Uninstall

Social Tenure Domain Model Version 1.7 has been uninstalled
from your computer,

Social Tenure Click Firish to close Setup.
Domain Model

ECLN

UNGHABITAT

@ Social Tenure Domain Model Version 1.7 Uninstall E\ = | EX

Migration from Previous Version

16

Migration from the previous versions of STDM is seamless. The migration will not affect your data.

The migration process is handled by the Upgrade Module of STDM. The module executes

automatically when you login to STDM 1.7 for the first time after upgrading from STDM version 1.0
and above. You can also run it manually to upgrade upto STDM 1.4 configuration by clicking on the

Upgrade button in the options Menu. Then, the configuration will be updated automatically to

STDM 1.7 configuration.

When upgrading from STDM 1.0/ 1.1 to STDM 1.7 configuration, the following will take place:

1. Anew configuration.stc will be created based on stdmConfig.xml inside the .stdm folder

under the user directory.

2. Your existing configuration file, stdmConfig.xml will not be removed.

3. Anew profile will be created based on the old configuration profile name.

4. New tables will be created based on the old table names with a prefix of the first two words of

the profile name.

5. The existing tables and data will not be deleted.

6. All the new tables will be populated with data that was stored in the old tables to allow you

access your data in the new version.

7. Update your templates by replacing the old tables, views, and directories with the new tables,

new views, and directories.
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e Custom views will be re-created with the same name with 'new_' prefix.
e Always use views with new prefix for custom views.

e The default social_tenure_relations view will be
[entity_table_name]_vw_social_tenure_relationship view. There will be a separate view for
Parties, and Spatial Unit Entities.

e The views will not be deleted but you should not use them to create new templates as they will
not be updated henceforth. Use the new views.

8. Ifyou upgrade manually while having a newly created configuration through the configuration
wizard or the default configuration template, it will be re-named with a format
configuration_year_month_date_hour_minute.stc format. E.g.
configuration_2016_08_24_02_03.stc. The extension stc might not be visible based on your
Operating System file extension display setting.

When upgrading from STDM 1.4 to STDM 1.7, the following will take place.

1. New Social Tenure Relationship Entity columns will be added, namely tenure share, validity
start, validity end.

2. The existing party_id column in the Social Tenure Relationship Entity will be replaced by the
name of the entity followed by "_id'".

When upgrading from STDM 1.5 to STDM 1.7, there will be no change in both the database and
configuration.

Automatic Upgrade

The automatic upgrade happens when you login to STDM for the first time after upgrading to STDM
1.7.

To upgrade automatically, follow the steps below.

1. You will be asked to agree on the terms and conditions of STDM. This might not be shown if you
are migrating from STDM 1.4.

In case you have uninstalled QGIS with its registry using third party uninstallers, STDM might lose all
the directory settings.

In such a case, you will see the Directory Settings dialog requiring you to select the supporting
document, template and output folders. At the top, the Directory Settings dialog explains for what
purpose STDM uses those directories to help you remember the folders. Click on the folder browse

button () to select the required folders (see the image below).
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(} Directory Settings

We couldn't find the required STDM folder setting in the system.
Please, select the template and supporting document folders below.

The supporting documents folder is the folder that contains the 2020 folder.
The template folder is the folder that contains your document templates.
The output folder is the folder where you save the generated documents.

Supporting documents folder I

Template folder

Output folder

IEE@

Apply

Note: Closing the Directory Settings dialog without selecting and applying the settings will lead to
the cancellation of the migration process. This will lead to the temporary loss of access to the existing
profile, data, and templates.

If you do not see the dialog, it means, your directory setting is not removed from your system.

The upgrading of the configuration takes place.

You will see a progress dialog that looks like the following image.

(3 Upgrading STDM Configuration...

Appending the upgraded profile ...

[ 0% )

Ensure you do not interrupt the upgrade process as the process involves your data. To reduce the
risk of interruption, the progress bar cannot be closed by clicking on the close button; this also
prevents QGIS from being closed.

Once the process is complete, you will see a popup requesting you to view changes and new features
of STDM (see the image below).
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(3 Upgrade Information

Would you like to view the new features and changes of STDM 1.5.0 ?

Yes Mo

[t is recommended to view it. Click the OK button to view the changes and new features or click on
the No button if you do not wish to see the changes.

{} Upgrade STDM Configuration

|® Your configuration has been successfully upgraded!

You will now be able to see your profile with the default profiles of STDM.

You can explore these profiles and on the way learn the capabilities of STDM 1.7 configuration. If you
don't need them, you can delete them as discussed in Deleting Profiles topic.

You can also customize the profiles by changing their entities, columns, etc using Copy Profile and
Save as Draft features in the Configuration Wizard.

In case of a failed upgrade, you can upgrade using the Manual Upgrade option.

Note: Once you make a successful upgrade, you will no longer be able to revert back to an old
configuration. The Upgrade button will be disabled.

Manual Upgrade

If the automatic upgrade failed, you can still make the upgrade from the Options Module to upgrade
from STDM 1.0 or 1.1 to STDM 1.4. After upgrading to STDM 1.4, the configuration will be
automatically updated to STDM 1.7.

1. Open the Options module by looking for Options under Admin Settings menu located in STDM
Toolbar or STDM menu.

Click on Options menu as shown in the image below.

BREERS

= Content Authorization
K_{! Manage Users-Roles

IEJ Options
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2. Once the Options module opens, go to the bottom of the module and locate Upgrade STDM

Configuration to 1.4 with the Upgrade button as highlighted below.

Set current profile Informal_Settlement -

Database Properties

Note: Changes to the database connection properties will only take effect upon the next login

Haost localhost
Port 5432 Clear
Database stdm_ne Test connection...
Extract from existing connection ‘v]
Supporting documents folder C:\Users\Wondim)\,.stdm'\Data
Document Composer
Template folder  C:\Users\Wondim\.stdm\Reports\Templates

Output folder  C:\Users\Wondim\.stdm\Reparts\outputs

Debug logging

Upgrade STDM Configuration to 1.6.4

3. Click on the Upgrade button.

In case you have uninstalled QGIS with its registry using third party uninstallers, you risk losing all

the directory settings on STDM.

In such a case, you will see a dialog box requiring you to select the supporting document, template
and output folders. Click on the folder browse button () to select all the required folders (see the

image below).
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(} Directory Settings

We couldn't find the required STDM folder setting in the system.
Please, select the template and supporting document folders below.

The supporting documents folder is the folder that contains the 2020 folder.
The template folder is the folder that contains your document templates.
The output folder is the folder where you save the generated documents.

Supporting documents folder I

Template folder

]

Output folder

Apply

Note: Closing the Directory Settings dialog without selecting and applying the settings will lead to
the cancellation of the migration process. This will lead to the temporary loss of access to the existing
profile, data, and templates.

If you do not see the dialog, it means your directory setting is not removed from your system.

This leads to the starting of the upgrade process. You will see a progress dialog as shown below.

I 0% )

Please ensure that you do not interrupt the upgrade process involves your data. To reduce the risk
of interruption, the progress bar cannot be closed by clicking on the close button; this also prevents
QGIS from being closed.

Once the process is complete, the progress bar disappears and you can start to use STDM.

Note: Once you make a successful upgrade, you will no longer be able to upgrade an old configuration.

Failed STDM Installation

STDM Installation could fail due to various reasons such as infected Computer, incomplete
uninstallation of the old version, etc. For solutions, check the following sub-topics.
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Failure to Install on Windows 7

This happens when you try to install STDM Bundled Installer on Windows 7 without Service Pack 1.
The installer suggests to upgrade to Service Pack 1.

To install STDM in compatibility mode, follow the steps below.

1. Right-click on the installer and click on Properties item in the Context menu (see the image
below).

E. STDM-1.4-Final-x64 8/29/2016 B:40 PM

Open
% Run as administrator

Troubleshoot compatibility
Share with »
Pin to Taskbar
Pin to Start Menu
Restore previous versions

Send to 4

Cut

Copy

Create shortcut
Delete

Renarne

Properties

2. Click on Compatibility tab as shown in the image below.
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@€ STDM-1.4-Final-x64 Properties e

General | Compatibility |Security | Details | Previous Versicns|

Ifyou have problems with this program and itworked correctly on an
earlier version of Windows, selectthe compatibility mode that matches
that earlier version.
Help me choose the settings

Compatibility mode

[ Run this program in compatibility mode for:

Windows XP (Service Pack 3) -

Settings
["|Run in 256 colors
[ Run in 640 x 480 screen resolution
[ | Disable visual themes
|| Disable desktop composition
[ | Disable display scaling on high DPI settings

Privilege Level

[ Run this program as an administrator

I ?"is‘Change settings for all users ]

[ oK ] I Cancel ] Apply

3. Inside the Compatibility mode box, check on the checkbox, Run this program in compatibility
mod for: and select Windows 7 as shown below.

Copyright © 2018 by UN-Habitat. All Rights Reserved



24

€ STDM-1.4-Final-x64 Properties -

General | Compatibility | Security | Details | Previous Versions |

Ifyou have problems with this program and itworked correctly on an
earlier version of Windows, selectthe compatibility mode that matches
that earlier version.

Help me choose the settings
Compatibility mode

Run this program in compatibility mode for:

[Windows v -

Settings
[ ]Runin 256 colors
[ Run in 640 x 480 screen resolution
["] Disable visual themes
["] Disable desktop composition
[ | Disable display scaling on high DPI settings

Privilege Level

[ Run this program as an administrator

I ""Change settings for all users ]

[ 0K l I Cancel ] I Apply ]

4. Locate the buttons at the bottom. Click on the Apply button and then click on the OK button.

5. Double click on the STDM bundled Installer to start the installation. It should now start installing
normally as discussed in the topic, Using Bundled STDM Installer.

Failure to Install on Windows Server

The failure could happen because of Windows Server password complexity requirement specified
here.

Thus, to solve this issue from happening, when setting postgres user password, follow the
requirements below, which is specified by Microsoft.

1. Passwords must not contain the user's entire samAccountName (Account Name) value or entire
displayName (Full Name) value. Both checks are not case sensitive:

0 The samAccountName is checked in its entirety only to determine whether it is part of the
password. If the samAccountName is less than three characters long, this check is skipped.

o The displayName is parsed for delimiters: commas, periods, dashes or hyphens,
underscores, spaces, pound signs, and tabs. If any of these delimiters are found, the
displayName is split and all parsed sections (tokens) are confirmed not to be included in
the password. Tokens that are less than three characters in length are ignored, and
substrings of the tokens are not checked. For example, the name "Erin M. Hagens" is split
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into three tokens: "Erin," "M," and "Hagens." Because the second token is only one character
long, it is ignored. Therefore, this user could not have a password that included either "erin"
or "hagens" as a substring anywhere in the password.

2. Passwords must contain characters from three of the following five categories:

(0]

@]

Uppercase characters of European languages (A through Z, with diacritic marks, Greek and
Cyrillic characters)

Lowercase characters of European languages (a through z, sharp-s, with diacritic marks,
Greek and Cyrillic characters)

Base 10 digits (0 through 9)

Non-alpha-numeric characters: ~!@#$%"&*_-+="|\O{}[]:;"'<>,?/

Any Unicode character that is categorized as an alphabetic character but is not uppercase or
lowercase. This includes Unicode characters from Asian languages.
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